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A Linear Time Algorithm to Find Mo dules of F ault

T rees

Yv es Dutuit, An toine Rauzy

A bstr act | A mo dule of a fault tree is a subtree whose

terminal ev en ts do not o ccur elsewhere in the tree. Mo dules,

whic h are indep endan t subtrees, can b e used to reduce the

computational cost of basic op erations on fault trees, suc h as

the computation of the probabilit y of the ro ot ev en t or the

computation of the minimal cut sets. This pap er presen ts

a linear time algorithm to detect mo dules of a fault tree,

coheren t or not, that is deriv ed from the T arjan's algorithm

to �nd strongly connected comp onen ts of a graph. W e sho w,

on a b enc hmark of real life fault trees, that our metho d

detects mo dules of trees with sev eral h undreds gates and

ev en ts within few milliseconds on a p ersonal computer.

Keywor ds | F ault T rees, Mo dules.

I. Intr oduction

Analysis of large fault tree can b e computationally ex-

p ensiv e, despite of recen t w orks on the use of Bry an t's bi-

nary decision diagrams (BDD's for short) [1], as prop osed

b y J.C. Madre and O. Coudert [2] and one of the authors

[3] (see also [4]). F urthermore, it is sometimes di�cult

to understand the ph ysical imp ortance of a large n um b er

of minimal cuts. A w a y to tac kle b oth di�culties is to

detect mo dules and to treat them separately . A mo dule

of a fault tree is a subtree whose terminal ev en ts do not

o ccur elsewhere in the tree. In a w ord, mo dules are inde-

p endan t subtrees. P . Chatterjee [5] and Z.W. Birn baum

and J.P . Esary [6] dev elop ed the prop erties of mo dules and

demonstrated their use in fault-tree analysis. M.O. Lo c ks

[7] expanded the concept to non-coheren t fault trees and

sho w ed its e�ectiv eness in obtaining cut sets.

A n um b er of metho ds ha v e b een prop osed to mo dularize

fault trees (see [8], [9], [10], [11] to cite a few). These

metho ds are based on the rewritting of the original form ula

in to an equiv alen t one, whic h con tains more mo dules. The

algorithm w e prop ose here ac hiev es a less am bitious goal

since it only detects mo dules already existing in the tree

under study . Ho w ev er, its e�ciency mak es it of a sp ecial

in terest as a subprogram of rewritting metho ds or to design

heuristics for v ariable ordering in BDD's [2].

Rigourous complexit y analyses of fault tree analysis al-

gorithms b ecome more imp ortan t as the size of the stud-

ied trees increases. No w ada ys, fault trees with sev eral

h undreds gates and ev en ts are not uncommon, due the

generalization of to ols that automatically generate them.

F or suc h trees, di�erences of complexit y (sa y linear v ersus

quadratic complexit y) are signi�can t in practice, at least

for op erations that are often rep eated. General tec hniques

to ac hiev e a linear complexit y are th us of a great in terest.

Our algorithm is deriv ed from the T arjan's one to detect

strongly connected comp onen ts of a graph [12]. W e b eliev e

that this kind of graph tec hniques can b e useful to p erform

other op erations on fault trees or reliabilit y net w orks.

The remaining of this pap er is organized as follo ws: ba-

sics ab out fault trees are recalled section I I I. The algorithm

is presen ted section IV. Finally , exp erimen tal results are

rep orted section V.

I I. Not a tions

Bo ole an formulae are terms inductiv ely built o v er the

t w o (Bo olean) constan ts 0 (F alse) and 1 (T rue), a den u-

merable set of v ariables V = f e

1

; e

2

; : : : g , and the usual

logical connectiv es ^ (and), _ (or), : (not).

A gr aph is giv en b y a set of no des (also called vertic es )

U together with a set of edges E � U � U (edges are th us

pairs of no des). In what follo ws, w e consider only dir e cte d

graphs whic h means that pairs are ordered.

Let ( u; v ) b e an edge. u is a p ar ent no de of v . v is a

child no de of u . A no de without paren t no de is called a

r o ot no de, while a no de without c hild no de is called a sink

no de. Sink no des are also called le aves .

A p ath in the graph is a sequence of no des u

1

; : : : ; u

k

suc h that ( u

i

; u

i +1

) 2 E for i = 1 ; : : : ; k � 1. The length of

a path is the n um b er of edges it tra v erses. A no de v is said

to b e r e achable from a no de u if there exists a path from u

to v .

A graph is said acyclic if for ev ery no de u , u is not reac h-

able from itself through a p ositiv e length path.

A strongly connected comp onen t of a graph G = ( U; E )

is a set of no des U

0

� U suc h that for all u , v in U

0

there

exists a path from u to v and vice-v ersa.

I I I. F a ul t Trees

W e assume the reader is familiar with fault trees and

their applications (see [13] for reviews on that tec hnique).

F or the purp ose of this pap er, fault tr e es are essen tially

considered as Bo ole an formulae .

Fig. 1 depicts a small fault tree, that will b e used

throughout this pap er. r is the r o ot event of the tree, the

g

i

's are internal events , and the e

i

's are terminal events .

The Bo olean form ula asso ciated with r is the follo wing.

r = ((( e

1

^ e

2

) _ ( e

3

^ e

4

)) ^ (( e

3

^ e

4

) _ ( e

5

^ e

6

))) _ e

7

The ph ysical system whose failures are describ ed b y suc h

a fault tree as w ell as eac h of its parts (elemen tary or not)

are assumed to b e in one (and only one) of the t w o states

go o d or failed. Moreo v er, terminal ev en ts that describ e

failures of elemen tary comp onen ts are assumed to b e inde-

p enden t one another from a probabilistic p oin t of view.

Ev en small form ulae, as the ab o v e one, can b e quite hard

to read. This is the reason wh y one prefers, in general, to

write fault trees as sets of b o olean equations. Moreo v er
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Fig. 1. A Coheren t F ault T ree

equations re
ect the graphical nature of fault trees. The

set of equations describing r is as follo ws.

r = ( g

1

_ e

7

) g

4

= ( e

1

^ e

2

)

g

1

= ( g

2

^ g

3

) g

5

= ( e

3

^ e

4

)

g

2

= ( g

4

_ g

5

) g

6

= ( e

5

^ e

6

)

g

3

= ( g

5

_ g

6

)

A fault tree can b e considered as a directed acyclic graph

whose no des are either ev en ts or logical gates. An edge

links the v ertex v to the v ertex w if v tak es w as input.

W e denote b y E v ents ( v ) the set of ev en ts reac hable from

the v ertex v . F or instance, on the tree pictured Fig. 1,

E v ents ( g

2

) = f g

4

; e

1

; e

2

; g

5

; e

3

; e

4

g .

A mo dule of a fault tree is an in ternal ev en t whose ter-

minal ev en ts do not o ccur elsewhere in the tree. F ormally ,

an ev en t v is a mo dule if for an y other ev en t w , either

w 2 E v ents ( v ) or E v ents ( v ) \ E v ents ( w ) = ; .

It follo ws from the de�nition that the ro ot ev en t and the

terminal ev en ts are alw a ys mo dules. In what follo ws, for

the sak e of conciseness, w e do not men tion them.

Mo dules of the tree pictured Fig. 1 are g

1

, g

4

, g

5

and g

6

.

IV. Detecting modules in linear time

A. Depth-�rst left-most tr aversals

Our algorithm w orks \in the spirit" of T arjan's algorithm

to compute strongly connected comp onen ts of (directed)

graphs [12] in that it p erforms t w o depth-�rst left-most

tra v ersals of the form ula under study , up dating coun ters

at eac h tra v ersal.

A depth-�rst left-most tra v ersal of the tree pictured

Fig. 1 visits the ev en ts in the order rep orted table I.

Note that:

� Eac h in ternal ev en t is visited at least t wice: the �rst

time when descending from its �rst paren t, the second

one when going bac k from its righ t-most c hild.

� The graph under a v ertex is nev er tra v ersed t wice. F or

instance, the graph under g

5

is tra v ersed when coming

from g

2

but not the third time g

5

is encoun tered (i.e.

when coming from g

3

).

F rom the t w o previous remarks it follo ws that eac h edge

(i.e. link b et w een a no de and one of its c hildren) is tra-

v ersed exactly t wice and th us a depth-�rst left-most tra v er-

sal of the graph is linear in the n um b er of edges it con tains.

B. A lgorithm

The principle of the algorithm can b e stated as follo ws.

Let v b e an in ternal ev en t, and let t

1

and t

2

b e resp ectiv ely

the dates of the �rst and second visits of v in a depth-�rst

left-most tra v ersal of the graph. Then v is a mo dule if and

only if none of its descendan ts is visited b efore t

1

or after

t

2

during the tra v ersal.

F or instance, g

5

is a mo dule b ecause b oth e

3

and e

4

are

visited after 8 (date of the �rst visit of g

5

) and b efore 11

(date of the second visit of g

5

). g

2

is not a mo dule b ecause

g

5

is visited at 14, whic h is later than the date of the second

visit of g

2

(here 12). Nor is g

3

b ecause g

5

is visited at 8

whic h is earlier than the date of the �rst visit of g

3

(13).

In order to implemen t the algorithm, one needs three

coun ters p er no de that will con tain resp ectiv ely the dates

of the �rst, second and last visits.

Then, the algorithm w orks in three steps:

1. It initializes the coun ters (this is p erformed b y

tra v ersing the list of no des).

2. It p erforms a �rst depth-�rst left-most tra v ersal of

the graph to set coun ters (note that for lea v es �rst

and second dates are iden tical).

3. It p erforms a second depth-�rst left-most tra v ersal of

the graph in whic h it collects, for eac h in ternal ev en t

v , the minim um of the �rst dates and the maxim um

of the last dates of its c hildren. v is a mo dule if and

only if the collected minim um and maxim um are re-

sp ectiv ely greater than the �rst date of v and less than

the second one.

Indeed, the second tra v ersal has the same complexit y

than the �rst one. It follo ws that the o v erall algorithm is

linear in the size of the tree, i.e. n um b er of no des plus

n um b er of edges.

F or our example, results are summarized table I I.

Note that connectiv es do not in
uence the algorithm that

w orks consequen tly on an y kind of form ulae (including co-

heren t and non coheren t fault trees).

V. Experiment al resul ts and conclusion

The results rep orted in the table I I I ha v e b een obtained

on a set of real-life fault trees from Dassault Aviation and

�

Electricit � e de F rance. The �rst ro w giv es the n um b ers of

in ternal ev en ts of the tested trees, the second one their

n um b ers of terminal ev en ts, the third one the n um b er of

mo dules they con tain and the last one the running times

in milliseconds on a PC 486 66Mgz (note that our mac hine

do es not pro vide a measure of time �ner than 16ms, whic h

explains the regularit y of rep orted times).

As sho wn b y the table I I I, the algorithm w e prop ose in

this pap er is v ery e�cien t. It is in tegrated satisfactorily in

sev eral to ols of the Aralia to olb o x [14], to design heuristics
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step 1 2 3 4 5 6 7 8 9 10 11
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visited no de g
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g

3

g

5

g

6

e

5

e

6

g

6

g

3

g

1

e

7

r

T ABLE I

Depth-first left-most tra versal of the f a ul t tree pictured Fig. 1.

r g

1

g

2

g

3

g

4

g

5

g

6

e

1

e

2

e

3

e

4

e

5

e

6

e

7

�rst 1 2 3 13 4 8 15 5 6 9 10 16 17 21

second 22 20 12 19 7 11 18 5 6 9 10 16 17 21

last 22 20 12 19 7 14 18 5 6 9 10 16 17 21

minim um 2 3 4 8 5 9 16

maxim um 21 19 14 18 6 10 17

mo dule y es y es no no y es y es y es

T ABLE I I

Resul ts f or the tree of Fig. 1.

1 2 3 4 5 6 7 8

#gates 248 254 323 337 289 439 484 1050

#basic ev en ts 283 278 276 306 311 530 548 362

#mo dules 25 25 70 32 32 30 29 70

#gates largest mo dule 224 230 230 306 258 410 456 981

#basic ev en ts largest mo dule 251 246 216 276 272 490 509 240

Running times for :

mo dule detection 16 ms 25 ms 33 ms 33 ms 16 ms 16 ms 33 ms 50 ms

tree pro cessing without m : d : 9 s 16 11 s 93 1 s 38 95 s 28 39 s 45 1 s 35 2 s 53 69 s 25

tree pro cessing with m : d : 8 s 67 10 s 45 1 s 06 88 s 95 37 s 14 1 s 27 2 s 47 44 s 70

T ABLE I I I

Experiment al resul ts

for v ariable ordering (for BDD's) and as a part of form ula

simpli�ers. T able I I I also rep orts running times to compute

BDD's enco ding fault trees under study with and without

mo dule detection. They are not v ery di�eren t b ecause all

of the trees but the last one are decomp osed in to a large

mo dule just under the ro ot ev en t and a n um b er of mo dules

grouping only v ery few terminal ev en ts. Despite of that,

running times are alw a ys impro v ed b y mo dule detection.

The largest mo dule of the last tree is signi�can tly smaller

than the tree itself. As a consequence, mo dule detection

impro v es running times signi�can tly as w ell.
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